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Abstract: Border Gateway Protocol (BGP) is the de facto inter-domain routing protocol of today’s global internet for
exchanging routing information. However, it was supposed that all participants were reliable without generating
routing security issues by mistakes or on purpose when BGP was designed 50 years ago. As Internet is getting in-
volved in all aspects of our society, internet routing security is becoming the problems that couldn’t be ignored any-
more. A general architecture was proposed which coved inference of BGP routing knowledge database and provided
visibility of global internet routing. Detection of route security events such as routing hijacks and routing leaks were
realized. The deployment shows that the system can provide good visibility of internet routing and precise detection
of routing security events.
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ANFIAE MOAS M5 st, #illn, anycast Ik5s
2 B YRIE 15 R UL provider AS 4 customer
AS O IR IE S, BCE UE— 2P (1% 2R &+ sibling
AS (JEMJET[F—iz 8w, —HZIEEA transit
provider [) AS) Z [ HAHLR KX T (M4 DDoS
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